Toward Human-centric Industries

m Overview of the RRI Questionnaire “Connected Industries”

New vision for the future of Japanese industries

[What is the RRI Questionnaire?)

B A simple assessment of the level of security (Trustworthiness) that buyers, regardless of
size or industry, expect from suppliers during procurement by answering 25 questions.

B Self-assess the status of security measures taken and measure the maturity level of the
current security status of the organization prior to contracting. (Questions were developed
based on METI CPSF and IEC624432-1,2-4,4-1)

B Buyers can compare the security status of suppliers' organizations before signing a
contract.
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SCOpe & Use case Toward Human-centric Industries
~Security questionnaires for suppliers~ el liiesdee

- A template for security requirements in the supply chain as baseline to select supplier before
contract, being applied across sectors of manufacturing industry.

- Questioner: Procurement department for manufacturer
- Answerer: Bidder for development department
- The answer for the questionnaires would be useful for the Manufacturer to determine

“the supplier’s trustworthiness” and "how supplier’s in the value chain have the same
trustworthiness level”

- Focus on Organization security (METI/CPSF, NIST/CSF,ISMS) and industrial control system
security in the view point of product lifecycle(IEC 62443 * except for technical requirements)

Bidders
Questionnaires to . S :
. upplier B
select suppliers Supplier A PP _
Trustworthiness Trustv.vLoor\E:mess
:High :
Manufacturer Answer for -
questionnaires
' l l selected
v Evaluate based on _
answer & evidences — Supplier A
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Toward Human-centric Industries

Use case of profile (Answer of questionnaire)

“Connected Industries”

New vision for the future of Japanese industries
Supplier
Answer from supplier=Supplier’s capability

Manufacturer
. . Supplier A
Expected level for trustworthiness profile il
= requirement -
d Selected supplier
o o —— -~
II \
Security [
Requirements I I
Supplier B I [
. ;
level 1 level2 level3 Vo2 s’
Maturity level Supplier C
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Toward Human-centric Industries

Maturity level for Trustworthiness “Connected Industries”

New vision for the future of Japanese industries

¢ Check maturity level by two axes

@®Management - layer process

Processes achieved by high-level management side

(Policies and procedures referred by senior managers)
@Operation-layer process ‘
Security processes achieved by manufacturing and production sid
(Policies and procedures referred by personnel in fields)

Level3
‘ Risk Informed ®Management

-Implemented, reviewed and
adapted by organization

Levell @®Management o -Got approval by a chief
-Implemented by organization security officer

@Management and g_ot approval by a chief ®Operation

-Partially implemented security officer -Documented, developed

by organization level @O0peration -Reviewed, updated

@O0peration -Documented and developed

-Documented
The contents and the amount of evidences are developed

Risk management process is developed
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Toward Human-centric Industries

m Selected requirements in RRI questionnaire from CPSF «Connected Industries”

New vision for the future of Japanese industries

I. Why we had chosen METI CPSF (Cyber Physical Security Framework) as baseline:

« CPSF provides cybersecurity requirements focused on communications between companies
and/or organizations categorized as 3 levels,

- The 1st layer ,The 2" |ayer, The 3™ |ayer and six elements (organization, people,
component, data, procedure and system).

« CPSF provides informative references of other standards
(e.g. NIST CSF and IEC 62443) on each requirement and
this information supports our tasks.

« CPSF is enterprise-wide security framework and security
requirements are described for each entity in a company.

transcription

rganization” C
“Organization” A
The 1st layer (Connections between organizations in physical space) Ohvel “Organization” B
i ) 1ysical space
The 2" |ayer (Mutual connections between cyberspace and physical space)

rd i i The Cyber/Physical Security Framework (CPSF)
The 3 Iayer (ConneCtlonS In Cyberspace) https://www.meti.go.jp/english/press/2019/pdf/0418_001a.pdf
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Toward Human-centric Industries

New vision for the future of Japanese industries

II. How we had prioritized requirements and selected 17 requirements is:
« Security requirements that we have already achieved in our companies.
« Security requirements that we require for product/system suppliers at least.

« Security controls in operation, management processes and organization.
(Technical security controls are out of scope because they depend on products)

« High(Policy)-level security requirements in the security risk management process.
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Toward Human-centric Industries

RRIBBZEDERTEIE (CPSFH5IETE) “Connected Industries”

New vision for the future of Japanese industries

. . *CPSF:Cyber/Physical Security Framework (CPSF)
The total number of requirements in CPSF are 104  nitps://www.meti.go.jp/english/press/2019/0418_001.html

METI/CPSF NIST/CSF
atego ame Acro Related category o berse amewo ¢
Asset Management CPS.AM ID.AM (Asset Management)
Business Environment CPS.BE ID.BE (Business Environment)
Governance CPS.GV ID.GV (Governance)
Risk Assessment CPS.RA ID.RA (Risk Assessment)
Risk Management CPS.RM ID.RM (Risk Management Strategy)
Supply Chain Risk Management CPS.SC ID.SC (Supply Chain Risk Management)
Jeenliy b anzeemeni Auilientice e, e CPS.AC PR.AC (Identity Management and Access Control)
Access Control
Awareness and Training CPS.AT PR.AT (Awareness and Training) .
Data Security CPS.DS PR.DS (Data Security) 4 domains
InfarmEien Pl:r)c;(’;eccetclial:eF;rocesses and CPS.IP PR.IP (Information Protection Processes and Procedures) 17 items
Maintenance CPS.MA PR.MA (Maintenance)
Protective Technology CPS.PT PR.PT (Protective Technology)
Anomalies and Events CPS.AE DE.AE (Anomalies and Events)
Security Continuous Monitoring CPS.CM DE.CM (Security Continuous Monitoring) Detect
Detection Processes CPS.DP DE.DP (Detection Processes)
. RS.RP (Response Planning)
Response Planning CPS.RP 0 R (Reeovers Elmiine)
L RS.CO (Communications)
Communications CPS.CO RC.CO (Communications)
Analysis CPS.AN RS.AN (Analysis)
Mitigation CPS.MI RS.MI (Mitigation)
RS.IM (Improvements)
Improvements CPS.IM TR —
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Toward Human-centric Industries

m Additional requirements «“Connected Industries”

Market

Needs Or‘del" Supp|y Enhancement of Product Value

New vision for the future of Japanese industries

I. We added additional requirements
Product -development,

Dev. NS —>@% Logstics  operaion | -development environment,
Eﬁ:,’_' ngHEe maintgnance L Organization J —procu rement,

. ‘ -Operation & maintenance(O&M)

Manufacturer | _production equipment
Requirements Order Supply Enhancement of Product Value

from the view point of product life cycle.
e.g.) IEC 62443 2-1,2-4,4-1

Product

Manufact

Hlrinig| Logistics Operatlon
Procure malntenance Organization
ment
IACS Supplier

*IACS(Industrial Automation and Control System)
*Dev.(Development)

*Env.(Environment) Selected category for questionnaire
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“Connected Industries”

I . Toward Human-centric Industries
Additional requirements

New vision for the future of Japanese industries

II. How we had selected additional requirements is
-already implemented by us

-appropriate to request the requirements to suppliers
-not technical but managing/operational

-not too specific but moderately general
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Toward Human-centric Industries

Additional requirements

“Connected Industries”

New vision for the future of Japanese industries

ECM IEC 62443-4-1 SM | Include security management requirements in the product development
development rocess
process P .

Development | IEC 62443-4-1 SM | Manage product development environment according to security
environment requirements.

IEC 62443-4-1 SM | Confirm that the source code and data contents of the product are
maintained correctly.

Procurement IEC 62443-2-4 Present documentations that ensure the security level of the products
SR02 and services provided.
O&M IEC 62443-4-1 5G| Provide manuals to securely set up and make the equipment robust.
IEC 62443-4-1 5G| Provide manuals for secure use and disposal of equipment.
_ IEC 62443-2-4 Manage construction of production equipment according to security
Production SP.01.01, SP.01.02

equipment requirements.

IEC 62443-2-1 Manage operation of production equipment according to security
requirements.

& This requirement is added because it will become important when production facilities are
connected to IT networks within the company in the Connected Industry in the near future.
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Toward Human-centric Industries

ri Questionnaire in-practice- Example “Connected Industries”

New vision for the future of Japanese industries

Category Governance

: : Develop and announce security policies, define roles and responsibilities for security across the
Security requirement organization and other relevant parties (Suppliers) .

History of security policy development and approval, and approval of revisions to the

‘ evidence security policy. Describe the security roles and responsibilities of the organization and other
relevant organizations (e.g., contractors), and any arrangements for security with
contractors in the security policy.

The security officer of the organization has developed (documented) a security policy.

JImplemented [JPlanned to be implemented [INot applicable

The organization's Chief information security officer has approved and implemented the
security policy. The organization manages and implements the approved documents.

COImplemented [CJPlanned to be implemented [INot applicable

level

Example
: Answer
Maturity | 2

The organization's security officers and Chief information security officer regularly review,
update, and maintain security policies.

COImplemented [JPlanned to be implemented [INot applicable
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