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Ag e nd d “Connected Industries”

New vision for the future of Japanese industries

1. Trends in Data Management and RRI SWG Activities

2. Requirements for Global Data Management Platform
(RRI 8 min)

3. IDS/GAIA-X Now and Future

(IDSA 20 min)

4. Future Efforts for Data Management in Manufacturing
(RRI 2 min)
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ANBARLLOEZREZHIELT
“Connected Industries”
New vision for the future of Japanese industries

1. Trends in Data Management and RRI SWG Activities
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Japan aims for “Connected Industries

All Data is Linked across Industries and Borders,
for Innovation, Productivity, Skill Transmission
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ANBRUDEFRZEIELT

m Current status of Japanese Industry «“Connected Industries”

New vision for the future of Japanese industries

In fact, Data is NOT linked enough, and NOT fully utilized...

ICT companies
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ANBRUDEFRZEIELT

m Bal‘l‘ieI‘S tO Data Sharing “Connected Industries”

New vision for the future of Japanese industries

1) Too many Old Analog machines

2) Different and Incompatible Interfaces are used

3) No good Place to store Big Data (Integrated?/Distributed? )
4° No Secure system to share data with Other Companies

5 No clear Rules to share data with Foreign Companies

6 Complex System Operations and Contract Management

7 Cybersecurity is Difficult and Costly

8 ' Regional Regulations for Data Protection

9) Risks of Data Misuse / Unauthorized use

= > Need for New System to share data Easily, Globally, and Securely
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. ANBARLLOEZREZHIELT
GIObaI Trend Of Data Sharlng “Connected |ndustries”
New vision for the future of Japanese industries
B Governments and Companies recognize the Importance of Data

B Creating Strategies and Architectures for data sharing and innovation
B Risk of Data Lock-in by IT Companies and Data Restriction/Abuse by Governments

Data Sharing and Utilization Data Protection and Restrictions
International organization Countries and Companies
B comm 51a_ndard|231\0: - — - Data Lock-in N
e by Giant Corporation
OB, o o | O . g
F@ Commission
ete. etc.
S Data Protection
Related Organizations - RegUIatlon
1INDUSTRIEA4.0 SPACES ASLONTATION incstilnfemet
Government Requests
WD o S for Data Disclosure,_,
oo Aliiance e Restrictions on Use
L Trends to protect "Data Sovereignty" p

Need Fair Common Rules and Platforms for International Data Sharing
JAPAN should also prepare the New Rules and Platforms
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ANBRUDEFRZEIELT

m What's Data Sovereignty? (for reference) «Connected Industries”

Management of Who can use data for What, When, Where, and How,
based on Laws and Contracts

Data disclosure Rules Data Management Rules control Data Usage
Platform
Law E a WY | 20 PN ‘, Law
|
. ' =

Data Access Management ® . Treaty

Treaty
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Contractr EE - Contract
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Permission .
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Register metadata
Interference Misuse Use Data

[
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Data Providers

Data Users

Need solutions to protect data sovereignty Internationally
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ANBIARAOEZEZEIELT
RRI Global Data Management Platform SWG [Ty iy
New vision for the future of Japanese industries

1. SWG Objectives

Creating new Platform that enables companies to manage and share

industrial data Fairly, Securely, and Globally to solve social problems
especially in Manufacturing

2. Action plan

(1) Define Requirements for the Platform [From 2019]
(2) Build a Demonstration system for the Platform [Now]

(3) Develop a Prototype of the Platform [From 2021]

3. Participants of SWG

Secretariat: NTT Communications, NTT Laboratories, Qunie

Abeam Consulting, Asahi Kasei, Azbil, Fujitsu, Future, Hitachi, Hitachi
Construction Machinery, Hitachi High-Tech, Kawasaki City ICT Coordinator,
Microsoft Japan, Mitsubishi Electric, Nomura Research Institute, Panasonic,
Siemens, Sumitomo Electric Industries, Suzuki, Uniadex, etc.

(Collaborating with other organizations such as DTA, etc.)
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ANBRUDEFRZEIELT

m Steps to Define Data Platform Requirements [T ey iy

1. Ask SWG Members What are the Barriers to share data

2. Focus on Issues to be discussed by RRI within each barrier

3. List Concerns of data sharing based on specific Use Cases

4. Consider Solutions to reduce each Concern

5. Identify System Requirements to realize the Solutions
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ANBRUDEFRZEIELT

Steps to Define Data Platform Requirements [T ey iy

1. Ask SWG Members What are the Barriers to share data
2. Focus on Issues to be discussed by RRI within each barrier

Barriers Issues

1.No basis for data utilization

across the ecosystem KGI and KPI design

2.No basis for sharing data

with business partners Global Standards

3.Different Incompatible
methods and formats

Secure and Fair
Platform

Data Sovereignty and

4.0T and IT are Not connected -
/‘ Security management

5.Human Skills and Knowledge
are Not Digitized

Organizations to
manage data

6.No system for Security and

Reliability Legal system

7.No system for International
Data Management

Fair payment of
System Costs

Challenges

*Design incentives to participate
*Create guideline to manage data

Data
. definition
-Identify what to manage
-Standardize data items and formats
+Secure and fair data infrastructure
-Systems that comply with local laws System

] Requirements
-Defense against cyber attacks

*Protect rights of providers and users

-Define the process to manage data Organization

+Establish data management laws Legal
-Laws on data ownership and usage system

i Charging/
*Rules for system cost sharing Taxation
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ANBRUDEFRZEIELT

m Steps to Define Data Platform Requirements [T ey iy

3. List Concerns of data sharing based on specific Use Cases

Use Case: "Factory as a Service" in Foreign countries (Future business model)

Machine User Machine _ _
(Factory owner) Manufacturer FaaS Provider Partner Factories

Estimation and selection of factories \
:/:
. product order parts order parts order
.ﬁ did N
A g <
product delivery parts delivery 4 parts delivery h
product assembly
Detecting New y
worn parts! Choose the best factory ﬁ e $
# to order machine parts
ﬂ- Manufacture for
replacement parts
Predictive Maintenance of the machine
on demand
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Template to List Concerns of data sharing
Player, Proccess

Type of Player

ANBRUDEFRZEIELT

Data processing procedures

Steps to Define Data Platform Requirements [T ey iy

Target Items to Data | Data | Data | Register Register  Rule Start Monitor | Change | End of
g Check | Provider Broker| User Account Data Config | Operation Settings| use

Human |Account Fake data

Credit Unknown
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Categories of Concerns

Business

- Data
Management

Concerns in detail

Lack of
Information

Actual manufacturing
process is Unknown

| Quality of manufactured

product Unknown

| Quality of inspection and

delivery work Unknown

| Product’s performance

Unknown

Weakness of
Trust

Credibility of partners
Unknown

I

No data management rules
or contracts

Security and
Interoperability

Data leaks due to errors or
accidents

Data theft or unauthorized
use

Incompatible and unavailable
data

| Data Sovereignty

and Laws

Lack of legal systems and
social environment

I

International relations and
domestic affairs

ANBRUDEFRZEIELT

Steps to Define Data Platform Requirements [T ey iy

4. Consider Solutions to reduce each Concern

Expected
Function and Role

Visualize tacit Knowledge

Certify the Quality of
products or services

Visualize Credibility of

unknown untraded partners

for data use

Create Standard Agreements

Partner’s Reliability Level

Set data usage Rules for each

Prevent Unauthorized
access and use

Incentives for data Providers,
Penalties for rule violations

Standardize raw data and
metadata Formats

Data Management Platform

Global collaboration to build

Proposal from JAPAN for
International Rulemaking
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Categories of Concerns

Business
Proccess

- Data
Management

Concerns in detail

Lack of
Information

Actual manufacturing
process is Unknown

| Quality of manufactured

product Unknown

| Quality of inspection and

delivery work Unknown

| Product’s performance

Unknown

Weakness of
Trust

Credibility of partners
Unknown

I

No data management rules
or contracts

Security and
Interoperability

Data leaks due to errors or
accidents

Data theft or unauthorized
use

Incompatible and unavailable
data

| Data Sovereignty

and Laws

Lack of legal systems and
social environment

I

International relations and
domestic affairs

ANBRUDEFRZEIELT

Steps to Define Data Platform Requirements [T ey iy

4. Consider Solutions to reduce each Concern

Expected
Function and Role

Visualize tacit Knowledge

Certify the Quality of
products or services

Visualize Credibility of

unknown untraded partners

for data use

Create Standard Agreements

Partner’s Reliability Level

Set data usage Rules for each

Prevent Unauthorized
access and use

Incentives for data Providers,
Penalties for rule violations

Standardize raw data and
metadata Formats

Data Management Platform

Global collaboration to build

Proposal from JAPAN for
International Rulemaking
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ANBRUDEFRZEIELT

Steps to Define Data Platform Requirements [T ey iy

5. Identify System Requirements to realize the Solutions

An Example : Set data usage Rules for each Partner’s Reliability Level

Organization Establishment of an organization to | -user review | . . .
certify and approve participants -User Registration Establish an organization

(Depending on nationality, trust, -Access authorization, etc. that_fgirly Certiﬁe_s each
security, etc.) | participant's credit score

. . . | .

Basic Requirements Details | System Requirements |
Rules Establishment of participation rules | -Establishment of legal ] |
for safe and secure transactions guidelines and rules for data I Data providers and users I

(Qualification for participation, sovereignty | can check each participant's
standards for certification and -Design of the operating | trust I
quality assurance, etc.) organization I
Technology Development and implementation of  -user ID registration I Quantify the trust of each I
functions to authenticate and -User inquiries, authentication, | participant based on its I

authorize participants authorization, etc. . .
particip | quality of products, service, :
| and skills

Technology Development and implementation of @ -access control I I
functions to control data distribution | -Data editing, anonymization, C_hange the terms of data |
according to the data provider's etc. | disclosure depending on the I

policy | type of data and the trust of
(Control according to user's ID and the partner |
security level) | |
I
|
I
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ANBARLLOEZREZHIELT
“Connected Industries”
New vision for the future of Japanese industries

2. Requirements for Global Data Management Platform
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] ] o ARAIOEREEBRIELT
Key Requirements identified by RRI SWG «Connected Industries”
New vision for the future of Japanese industries

1. Monitoring and Tracking each Data Processing

Each Participant, Hardware, Software, and Data has a unique ID to identify its Origin and
Nationality. Each ID is linked to track the input/output and verify the validity of its data's use.

2. Automatic Management of Rules and Legal compliance

Contracts, rules, and laws are made into software modules (processing decision logic), enabling
the platform automatically detect conflicts, deviations, and violations.

3. Automatic Data Disclosure Control by Credit Score

The credibility of each participant is scored on a common scale based on its data usage history.
The credit score and contract automatically determine the access rights and scope of each data.

4. Automatic Data Disclosure Control by Location Information

Data disclosure can also be controlled based on the location (Country where the counterparty is
communicating) detected from GPS or access lines operated by telecom companies.

5. Data Auto Delete/Disable after usage

Only authorized participants, hardware and software can use the data.
And then, the data is automatically deleted or invalidated at the end of the contract period.

We expect IDS/GAIA-X to help meet these Requirements.
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ANBRUDEFRZEIELT

“Connected Industries”
New vision for the future of Japanese industries

3. IDS/GAIA-X Now and Future
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ANBRUDEFRZEIELT

“Connected Industries”
New vision for the future of Japanese industries

4. Future Efforts for Data Management in Manufacturing
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ANBRUDEFRZEIELT

m Ideal Data Management Platform Architecture «Connected Industries”
New vision for the future of Japanese industries

B Keep Confidential data and Open data physically/logically separate to govern by different Rules
B Each Country/Region builds and operates a Data Platform based on its own Laws
M Interconnect them with a Common Interface and Rule for Secure and Fair Data Management

Global Platform ( \ ure AWS
— “‘I-) —_ i
GAIA-X ommon Inte\Hace andE le
Platforms
by Area
Com ter ce and Rule
Platforms
by Country ° e
R Rpl BRA
Factories Open Data '.State Secrets
Plants (Military;-Diplomatic;etc.)
Cities

Sensitive Information (Industry/City/Personal Data, etc)
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Interconnect EU and Japan Platforms = AssuoExzasELc

M Both Platforms should be able to connect by a Common Interface and Rule
M Develop an Data&Network Orchestrator for data access control

B Conduct PoC for various Use Cases in cooperation with EU and Japan

M Evolve both Platforms by building and utilizing International Testbeds

7
GAIA-X ® Japan S platform
(Not yet developed)
S,téQé‘l . %?,,U -I EEEERN IE EEEEEESR CompanyA Hosp'rtal B
v . e m -
%, & & r,,,::»,-,’ : Common RUIeS : E Non-disclosure &
%,,QF "%,% Qﬁ" & : - : Agreement
e‘% > s : [
DATA Trust

%
Ty
vF{./ c\ ‘
§
%‘“% Lep E .
%'?a, + Repository <€ .
%+ Directory of service EEEEp EEEN
“sb”“ providers and nodes ‘-'
sa-* + Identity man g ement 9, "’
® + Quality monitoring "x,& .
&
& . Shared
|

S “ /

A m 3 ﬂln‘!anmﬂwml joint lest bed ik Q‘ =
1 h" ® 7 E N ﬁ"
e Qo R B o B
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ANBRUDEFRZEIELT

m Our Expectations for IDSA

(1) Discuss together the Requirements for global data
management platform from a Manufacturing perspective.

- Identify common points and differences in future vision between IDSA and RRI
« Exchange views on the platform's requirements from the standpoint of EU and
Japan

(2) Promote Cooperation between Japanese and European
Manufacturers to realize the Platform.

« Hold workshops for discussions between Japanese and European business people

and experts
- Build a testbed to connect European platform (Fraunhofer ISST IDS Laboratory)
with Japan, and conduct verification and demonstrations

RRI would also work in cooperation with IDSA and other organizations.
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ANBEARAOEZEZBIELT
“Connected Industries”

New vision for the future of Japanese industries

Thank you for your attention

Lets Collaborate with Europe, Japan and others to create
secure and fair Global Data Management Platform
for the future of Manufacturing
and for all species on the Gaia (Earth)!

"Connected Industries" for the World
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